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Japan

Contribution on International Cooperation. Technical Assistance. Preventive

Measures. Mechanisms of Implementation. Final Provisions and Preamble

1 International Cooperation
1.1 General Principles

1.1.1  Japan believes that we should strive for “a free. fair and secure cyberspace™ and
enhance our capability to prevent and combat cybercrime all over the world by making
the new international convention universal, practical and agreeable to all Member States.
As with other chapters. the provisions on international cooperation should avoid
duplication with existing international instruments and established frameworks. and
should be discussed in terms of provisions that need to be included in the Convention in
the context of combating cybercrime. In addition, the content of the international
cooperation provisions is linked to the content of the criminalization provisions. and
should be reexamined as future discussions on the criminalization provisions take place.
This contribution is without prejudice to any future contributions Japan may make in the
course of future discussions. including on the present chapters.

1.1.2Y A State Party receiving a request for assistance should determine. in as
transparent and timely a fashion as possible and respecting the urgency and sensitivity of
the request. whether it has the capabilities. capacity and resources to provide the
assistance requested, and then respond to the request. It is desirable to stipulate this way
of response as a general principle: this is particularly important for combating cybercrime
because the extent of damage and destruction of evidence in cybercrimes are much

severer than in conventional types of crimes.

1.1.3  We could consider stipulating that States Parties shall cooperate with each other.
in accordance with the provisions of the chapter of international cooperation. and through
the application of relevant international instruments on international cooperation in
criminal matters. arrangements agreed on the basis of uniform or reciprocal legislation.
and domestic laws. to the widest extent possible 1) for the purposes of investigations or
proceedings concerning criminal offenses related to computer systems and data. or 2) for
the collection of evidence in electronic form of a criminal offense.
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in sexual activities)
FEUTHNBNICLIREDOENEPDDORIA B
(any representation of the sexual parts of a child for primarily sexual purposes)
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(a victim of torture, cruel, inhumane, or degrading treatment or punishment)
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(realistic images representing a minor engaged in sexually explicit conduct; )
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